ACCOUN

Stop attackers from gaining a foothold in your business

censornet.



We were conscious that where our
remote working environment was
concerned, our security was only as good
as the weakest password used by our
employees. We needed to find a solution
and quickly.

Head of IT, Capsticks Law Firm
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What is Account Takeover?

Account Takeover is when attackers abuse the inherent
weaknesses in passwords to hijack an account for their own
malicious ends. In an enterprise setting, it can be applied to
everything from commandeering email accounts to illicitly
accessing collaborative working tools or other Saa$ services.

The most commonly sought credentials by cyber criminals are
for cloud email services such as Microsoft 365.
Compromising these allows an attacker a strong foothold for
collecting intelligence, socially engineering employees or
stealing critical IP emailed to the hijacked account.

Account Takeover (ATO) is a

thorn in the side of enterprise
security teams which Juniper
Research has estimated will cost
companies worldwide $25bn.




C.

THE SECRET TO PREVENTING ACCOUNT TAKEOVER

What to watch out for

Typically, security teams protecting against ATO need to be aware of three main attack

vectors, all aimed at compromising passwords in some way:

PHISHING

The main aim is for malicious actors to convince
users to hand over their username and password to
enable ATO. Typically, the higher profile the target,
the more tailored the phish. For prime targets,

such as government or financial organisations, an
attacker may spend significant time researching
their mark by collecting information to personalise

the approach.

BRUTE-FORCE ATTACKS

CREDENTIAL
STUFFING

This sees attackers using a
database of stolen usernames
and passwords to try and

log-in to a variety of different
accounts. Success rates increase
significantly when using a freshly

stolen database.

Otherwise known as cracking, this is where large lists of possible usernames and passwords are

rapidly run by bots until the right combination is found. Often, this will be launched from varying IP

addresses to remain below the radar of automated detection systems.

1 - To get hold of account log in
information cyber criminals collect
hacked credentials from the

dark web, use malware or social

engineering

2 - Attacker uses false credentials

to access account

3 - Once inside they can hijack
email conversations, carry out
phishing attacks, steal sensitive
information, change admin
settings or change the password
to lock the genuine user out of the

account.
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How to protect yourself

As with any strong security posture, layered
security is the watchword. A mesh of complimentary
countermeasures always provides the best defence.

MFA in particular can be applied with great
effectiveness, ensuring passwords are no longer a single
point of failure and setting an attacker the difficult task of
having to access a secondary authentication factor.

Adding MFA as standard to applications such as Microsoft
365 should now be considered best-practice. Security teams
can make this less burdensome by tiering rollout - starting
with the most at risk targets, such as admins and senior
management.

This should be overlaid onto a strong email security solution
and ongoing employee training to help cut phishing off as a
route to stolen credentials. This is crucial to making a dent in
ATO attacks targeted at your organisation in particular.

LOOK FOR CLUES

Have there been multiple failed log in attempts?

Are login attempts taking place from unusual devices or
locations, or at unusual times?

Has the user traded out current browsers and operating
systems for older versions?

s there an unusual volume of email activity (using the account
to spam from)?2

Is there any unusual data transfer activity?
Has the password been changed multiple times recently?

Have any settings on the account been changed?




ATO Checklist

Use a layered solution which incorporates adaptive Multi-factor
Authentication (MFA) based on contextual information including
time of day, location, device etc

Subscribe to threat intelligence feeds which include up-to-date
information on breached credentials databases

Alert appropriate personnel to anomalous login behaviour

Consider alternative methods of authentication, such as Apple
Touch ID, Face ID, Windows Hello or card readers

Federated identity can replace passwords with tokens for specific
applications

Check email rules regularly as attackers will often change
these to move or hide messages for valuable targets, such as
those working in finance or IT

Secure access to a wide range of systems, services
and applications, including Microsoft 365, using
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Censornet’s adaptive cloud-based multi-factor
authentication solution. Combine with other security
products to unlock the full power of a consolidated

security platform.




censornet.

Uncompromising Microsoft 365
protection and performance

Award-winning cyber
security provider If you would like stop Account Takeover impacting your business, start a conversation
with us about how we can help with adaptive MFA, part of our consolidated cloud

security platform.

Our Autonomous Integrated Cloud Security platform is for organisations that will not
accept less than complete protection, always-on availability and superior user
experience. Brought to you by Censornet, the leading force in innovative and
automated cloud security that offers robust, consolidated solutions for organisations of

Trusted by over el sz

1,700 organisations
Censornet’s cloud security platform integrates email, web and cloud application security

(CASB) with identity, alongside the Autonomous Security Engine (ASE) - providing full

spectrum threat protection for your organisation and users, no matter where they are.

Visit censornet.com/securing-microsoft-365
or email sales@censornet.com fo find out

more.
100% cloud-based

security solutions S E C U RI N G §



